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•  ,

nPABIi/IHMK

o 6e36eAHOCTM MH<|jopMauHOHO - KOMYHMKauMOHor CHcrewa onuiTWHe Kpynaib

I. yaoAHe 0ApeA6e

MnaH 1.

Drmm noaBM/iHMKOM, y CKnaAy ca Bbkohom 0 MHcJiopMaMMOHOj 6e36eAH0CTM m ypeA6oM 0
6AM>KeM CaAP>Kajy OpaBMAHMKa 0 6e36eAH0CTM MH(l)OpMaUMOHO-KOMyHMKaUMOHMX cmctcmb oa
noce6H0r SHaqaia naqMHy npoeepe MHcl)0pMauM0H0-K0MyHMKauM0HMX cMcreMa oa noce6HO

o npoeepM MH<lK>pMau«oHO-KOMyHHKa««OHor ™ "fl
nnrpfiHor aaaqaia llpaBMnHtiKa o aauiTHTH noflaTara o nvMHOc™ y onuiTHHCKO) ynpaaM
nniiraiHa KDvnaH>'vTBpfiviv ce Mepe aaurrare, npMHUVinH, HaHHH M npoueAYpe nocTMaaHia HonZaL? Iiala eeaSeflHocTH M^<|DopHap«0H0-K0MYH«KaMH0H«x cHaaMa (y
S Tex™ .^l™Mau™0Ha eaa^Hocr), xao « OBaauifle«,a H OflroaopHO.™ y a«« ca
m^^MauMWOM toeeflHouifty m pecypoiMa MKT CMcreMa OraimiHe KpynaM. (y flacaaM
xeKcry: MKT cMcreM).

noA MHdJOPMauMOHO-KOMyHMKauMOHMM cMCxeMOM KojM je npeAMei aaujTMTe OADM3MKa noSr^^^^ ce eAexipoHCxe KOMyHMxauMOHe Mpe>Ke, ^/leKipoHCKM ype^M Ha
LiMMa ce qyea m apiuM o6paAa noAaxaxa KopMiuliehbeM paqynapcKor nporpaMa, onepaxMBH
RnnMKaxMBHM oaqvHapcKM nporpaMM, nporpaMcxM koa, noAauM kojm ce qyeajy, o6paf)Y)y,
npexpS^^^^^^^^^^ noUy e^eKipo^Mx ypeljaja, opraHMaauMona crpyKiypa n^M
Koje ce ynpaanpa MKT cmctcmom, KopMCHMqxM naAOSM, xajne MH(l)opMauMje sa npoB py
BepoAOCTojHOCTM Kao M xexHMqxa M KopMCHMqxa AOKyMeHxauMja.

Habh 2.

14MA>eBM AOHOuiebba npaBMJiHMKa cy;

1. oApetiMBaHpe HaqMna m npoqeAypa sa nocTMsaHDe m OAP>KaBaHpe aAeKsaxHor HMBoa
MHcbopMauMOHe 6e36eAH0CTM OniuxMHe;

2. cnpenaaaite h y6na>KaBaH.e nooieflima MHpweHBTB, koJhmb ce yrpoMsa vm
HapyujaBa MH(|)opMaMMOHa 6e36eAH0CT;

3 noAMaattDe CBecTM koa AOHOCMAaua OAnyxa, noceOHO pyxoBOAMAaua oprana On^^TMHe m
■ aanocneHMX o aaaMajy MHctopMamioHe 6e36eAHOCTO, pMamiMMB h nepaMa aaaiwre
npMAMKOM KopMiuTiettja MKT CMcreMa;



4. nponncMBaHDe 0BJiaiij1ieH,a m OAroBopHOcru y Bean ca 6e36eflHOiutiy m pecypcuMa MKT
CMcreMa;

5. cBeyKynHO yHanpe^sKbe HHcjjopMaLiMOHe 6e36eAHOCTM m npoaepa ycK/ialjeHOCTM
npMMCHe Mepa aauJTUTe y OniuTHHn.

MjiaH 3.

V(

Mepe nponncaHe obmm npaan/iHUKOM c/iy>Ke npeaeHqujn oa HacraHKa MHUMAeHara m
MMHMMMaauMjM lUTexe OA MHUMAeHaja m npMMe4>yjy ce y cbmm opraHnaaunoHMM jeAUHMuaMa
ynpaae oniuTMHe KpynaH?, y cbmm oiy)K6aMa m opraHMsaLiMjaMa, Koj6 ocHMBa HaAne)KHM opran
OnujTMHe Kpynatt>, npcMa noce6HOM aaKOHy, Ha cae aanocneHe - kopmchmkb MH^opMaiMMKMx
pecypca, Kao m na xpelia nwua Koja KopMae MH^opMaiMMKe pecypce OniuTMHe KpynaH>.

SancoieHM y OniuTMHCKoj ynpaaM oahocho y cbmm cny>K6aMa m opraHMsauMjaMa, Koje ocHMaa
HaAne)KHM opraH OnmiMHe Kpynahb, nornMcyjy Majasy Aa cy ynoanaTM ca 0ApeA6aMa oBor
npaBMAHMKa. JeAan npMMepaK cae Majaae ce Myea y nepcoHa/iHOM AOCMjey aanooieHor, ca
jaCHO BMA/bMBMM AaXyMOM nOTRMCMBaHsa.

3a npa1ieH>e npMMene Mepa 6e36eAHOCTM, Kao m aa npoaepy Aa cy noAauM aauiiMfieHM na
HaMMH KOjM je yrapFieH obmm aiaoM m mhtcphmm npoueAypaMa OAroaopHM cy naqeAHMK
OnuJTMHCKe M lexHMMap CMcreMa m Mpe)Ke.

riojeAMHM xepMMHM y cMMC/iy OBor npaaM/iHMKa MMajy cneAslis anaMehbe.

1) rn̂ opMamoHO-KOMyHmamom cucreM (MKT cmctom) je jexHo/iouiKO-opraHMaauMOHa
ue/iMHa Koja o6yxBaTa: . .

(1) eneKTpoHCKe KOMyHMKaiiMOHe Mpe>Ke y cMMoiy aaKona kojm ypel^yje eneicrpoHCKe

^  (2) vpefiaie mam rpyne MefiycoSno noaeaanMx ypeljaja, raKBMX Aa ce y oKBMpy ypeljaja,
oahocho y OKBMpy 6apeM jeAHor m3 rpyne ype^iaja, bpujm ayroMaxcKa o6paAa noAaxaKa
K0PMUj1ieH>eM paMynapcKor nporpaMa;

(3) noAaxKe koJm ce boas m qyaajy, o6pa1iyjy, npexpa)Ky]y mam npenoce no y
cpeAcraBa mb noAxaq. (1) m (2) oee xaqxe, a y capxy jtMXOBor paAa, ynoxpe6e, aamxMxe mam
0AP>KaBaH»a;

(4) opraHMaauMony crpyioypy nyxeM KOje ce ynpasAja MKT CMcreMOM;
21 mdJopMapHOHB 6e36aPH0C7npei\craBibB cxyn Mepa Koje OMory^aBajy Aa noAaUM KojMMa ce
ovKVie nyxeM MKT CMCxeMa 6yAy aaiuxMlieHM oa HeoBAauitieHor npMcryna, xao m Aa ce aaujxMXM
MHxerpMxex, pacnoAOWMBOcr, ayxeHXMqHOcr m HenopeMMBOcr xmx noAaxaxa, Aa 6m xaj cmctcm
cbyHKUMOHMcao KaKO je npeABMfieHO, KaAa je npeABM^eno m noA KOHxpoAOM OBAaiu^eHMX AMqa;
3) TajHocrJecBOicTBO KOje anaqM Aa noAaxaK HMje Aocxynan neoBAamfieHMM amummb;
41 HHTerpnTeT3HaHM oqyeaHOCT MSBopHor caApJKaja m KOMnnexHOcxM noAaxKa,
5) pacno/ioxHBOcrie CBojcrBO KOje anaqM Aa je noAaxaK AOcrynaH m ynoxpe6/bMB Ha aaxxea
OBAaujtieHMx AMua OHAa KaAa mm je noxpe6aH;
6) ayreHm^Hoaie CBojcTBO KOje anaqM Aa je Moryfie npoaepMXM m aoxbpamxm Aa ]e noAaxaK
aaopMO MAM nocAao OHaj aa Kora je ACKAapMcano Aa je xy paAtty MaepiuMo;
7) HenopepMBOcrnpeRCTBBibB cnocoCHocx AOKaaMBaH»a Aa ce AoroAMAa OApepeHa paAHja mam
Aa je HacrynMO OApe^eHM Aorafiaj, xaKO Aa ra HaKnaAHO HMje Morylie nopeliM;



noflaraKa;

II. Mepe aauiTNTe

HnaH 4.

MepaMa aaiuTHje HKT cucraMa ce o6e36e^yj6 npaBeHunja oa HacraHKa nHMMAeHaia, oahocho
npeaeHUMja m MUHUMnaaunja uiTeie oa MHUnAeHara Kojn yrpo>KaBajy BpiueHje HaAiie)KH0CTM m
o6aBJbaHse Ae^aTHOcru, a noce6Ho y OKBupy npy>KaH3a yc/iyra APyuM nnuMMa.

1.0pr^HH3auMOHa crpyKrypaf ca yrapljeHMM nocnoBMMa h o/froaopHOCTUMa
aanocneHHXf koJom ce ocraapyje ynpasfbatbe HMfjopMapHOHOM 6e36efiaoiutiy y
OKBHpy OniuTHHB KpynBHt

Hnan 5.

Kp^ OKBupy opraHnaauMOHe crpyKrype yrspfiyje nocnoBe m OAroBopHOCTM
pyKOBOAi^^aua n sanoc/ieHHX y un/by ynpaB/banba MH(j)opMaLiMOHOM 6e36eAHOiutiy.

npaBM/iHHKOM 0 yHyTpaujH>oj opraHM3aiJiMjM m CMCTeMaTM3aLiMjM paAHMX Mecra yrspfiyiy ce
paAHa Mecra Ha KojMMa ce o6aBA>ajy noc/iOBM oa anaMaja 3a o6e36e1)MBaHse m npafiense
6e36eAH0CTM MH(t)opMai4MOHor CMcreMa y caaxoM oa oprana OniuTMHe, crenen o6yKe m
KBa/iM(j)MKauMja aanooieHMx m hmbom npHcryna MH(jDOpMauMOHMM pecypcMMa.

CaaKH aanoc/ieHM-KopMCHMK pecypca MKT CMcreMa je OAroaopan aa 6e36eAH0CT pecypca MKT
cMcreMa KOje kopmctm paAM o6aBftiaHja noaioaa m3 caoje HaAnewHocTH.

3a KOHjpoAy m hbasop hba o6aansaHjeM noaioaa aanooieHMx-KopMCHMKa, y uwnjy aaiarme m
eeaSeAHOCTM MKT CMcreMa, xao m 3a o6aa/baH»e noaioaa m3 o6/iacrM 6e36eAHOCTM ue/iOKynnor
MKT cMcreMa OniuTMHe KpynaHj HaA/iewaH/na je Hane/iHHK OniuTMHCKe ynpaae m
pyKoaoAM/iau ocHoane opraHHaauMOHe jeAHHMue y HMjeM cy Ae^oxpyry MKT noaioaii-
OAen>eH>e aa omury ynpaay ApyuJTaeHe Ae/iaTHOcrw, noaioae oprana onujiMhe m sajeAHMMxe
noc/ioae, oahocho pyxoaoAHJiau aiy)K6e m opraHMsaLiMje, xoje ocHwaa HaAne>KHi/i opran
OniuTMHe Kpynanj, npeMa noce6HOM saxony.

Hnan 6.

noA nocnoBMMa wa o6nacTM 6e36eAHOCTM yrapljyiy ce:
•  noc/iOBM aaiUTHTe MHcjiopMaijvioHMX Ao6apa, oahocho cpeAcraaa MMMoaMne aa naAsop

HBA noaioBHMM npouecMMa oa ananaja aa wnctiopMauMOHy 6ea6eAH0CT;
•  noc/iOBM ynpaaAjaHse piiaMUMMa y o6/iacTM MHc|)opMaui40He 6ea6eAHOCTM, xao m

nocjioBM npeABMtieHM npoueAypaMa y o6jiacTM MH(j)opMai4i/iOHe 6ea6eAH0CTM;
•  nocjiOBM oneMoryliaaaHja, oahocho cnpenaaahba neoa/iaujIieHe m;im nenaMepne kiaMene,

oiureTieHja MnM 3AoynoTpe6e cpeAcraaa, oahocho MHcJiopMauMOHMx AoSapa MKT
cMcreMa OniuTMne, xao m npMcryn, MaMene wnw xopmafieHje cpeAcraaa 6ea oanaujlieHsa
M 6ea eaMAeHMMje o roMe;



R\ nM3in( 3HaMM MOfvliHOCT HapyiiJaBaH,a MH(|3opMauMOHe 6e36eAHOCTM, oahocho MoryliHOCTHlp^S^TajHoZ; Lew pacnoao^HBOOM a^eHTMMHOCTM hbb HenopepHBOOM
noflaiaKa m/im Hapyiuaaahba ncnpaaHor cjjyHKUMOHUcaHDa MKT cucreMa, nnauMnau^p

vnoaB/bafhe phshkom je cucreMaTHHaH CKyn Mepa kojm yKn>yMy]e n/iaHMpaHse,^pra'S^TM ̂epaaa^ aKTMBHOc™ kbko 6« ca o6e36eflHPO pa p«3m«m oaaHy y
"—H ̂Buaj Ha eeaeapHOCT Mpe3<HHX h

CHcrem cy xexHHMKe m opraHHaauMOHB Mepe aa ynpaBP.aH^

^apy ca npoHHCHMa o xajHO^H nopaxaKa, oppe^en

MKT cnaen KojH je y CKpapy ca aaKOHon

spa.e^ (KEM3) npepcraa/aa HeHa«epHe
epeicrpoMaraexHe BMHCwje npwpHKOM npenora, o6pape mph HyBaH.a nopaxaKa, hhj
nonieMOM m aHa/iM30M ce MO)Ke otkpmtm caAP>Kaj tmx noAaTaKa, nfix/vnaTa

KpHin^e36epH^^ je KOMnoHeHia HH(t)opMauMOHe 6e36eAHocrM Koja o6yxBaTa
KPunToaauJTMTY, ynpaBn,aHje KpunTOMaiepvija/iMMa m paaBOj MexoAa KpumoaauJTMTe,
1M KDt^nroaaujTUTa \e npuMCHa MeroAa, Mepa m nocrynaKa paAH TpaHC(J)opMMcaHja noAaraKaTpaS^o MMHM HCAoaynHMM HeoB/iauiheH.M mum^,

codDTBsp MAM ypetjaj nyreM Kora ce BpiUM KpMnToaaiuTMTa
18) KpHnTOMBTepuja/iM cy KpMnTorpa(j)CKM npoM3BOAM, noAauM, lexHMMKa AOKyMeHiauMja
KpMnTorpa(t)CKMX npoMSBOAa, xao m OAroaapajyliM KpMniorpacpcKM

ST fefispwowa 30Ha je npocxop mph npocropHja y Kojoj ce, y CKPapy ca nponMCHMa o
TajHOCTM noAaraKa, o6patyjy m Myaajy lajHM noAaUM; nonaTsifa nDoroaMCKM
20) HH(t>opMamiOHa/}o6paoQy)(BsiBiy noAaTxe y AaTOTexaMa m 6a3aMa
Koa KOHcbMrvpauMjy xapAaepcKMX KOMnoHeHaia, rexHMHKy m KOpMCHMMxySSmS 0 ™Ky xapaeepcKMx KOMnoneHTM, noAaiaKa m3 aaToreKa m eaaa noaaTaKa m
cSShelS/ npou^^^ ce mctm Boae, yHyrpauiH^e oniure aicre, npo^eaype m
71? VPN ̂ Virtual Private Network) - je „npMBaTHa" KOMyHMxauMOHa Mpe^a Koja oMoryliaBaKop™f'a S^PO^uijBMa' pa npeKO Jaane Hpe»<e jepnocxaBHO opp^aaajy
ST^ScXlS'lMB^a'Access Control Address) ]e jepHHcraeH dpoj, kojhm ce apmn
MAeHTMcjDMKauMja ypeljaja na Mpe>KM;

S! S^SS^TbhXC" WpanHor panyHapa hph web npesenxauHje na
"rSSpntoiptible power supply- je ype^aj sa HenpeKHpno HanajaH.e eneKrpHMHOM
eneprMjoM;
26) Freewareje 6ecnAaTaH cocj)TBep;£.MJ ,

S SI^'^^^nrorro'cHcreM npeKO Kora ce ap™ napaop h KOHXpop™efpJnS^^VopSia HSMBSy POKapne Mperse h HMxepnexa y UHray OHeMonrbaBatea
MrSpr(tpau°Me^Hja je cnon.ujH,M HepHjyM aa cKPapHmxeH.e nopaxaita;
M) (Compact disk - read only xexory) ce KopHcrn Kao MepnjyM aa cHHMaH,e
™fOlSje onxvwKM phck bhcokox ranaunxera KOjM ce KopHcrn Kao MepnjyM aa cKnapHUJxerbe



.  npafteH,e aKriaHOCTM, peaM3Mje « HaAaopa y OKSMpy ynpaan-aH-a «H<t.opMap«OHOM

. Sl^aaL Haflaea<H«x oprana o HHUMfleHTMMa y MKT CHcreMy, y CKaasy ca
nponncMMa.

y cnyMaJy HHuufleHra TexHHnap CMcreMa « Mpe»<a,
ca nponncMMa o6aBeuiTaBa HaA/ie)KHe opraHe y un/by peiiiaBaH,a nacranor oe
nHUMAeHTa.

2.Be36eMHOcrpaMa aa paJbHHy m ynorpeBa moBm/immx ype^aja
H/iaH 7.

na/-\/nra MkT rMfTGMa MOFV nyT6M mo6m/ihmx ypsfjaja, KOjn cy y

r=,T=,'r5:

3/ioHaMepHor co4)TBepa.

VPN/MHxepHeT KOHeKUnje.

ss=
ycjiyry, cepBUCupaHse m cn.)

TexHHMap CMae«a h Mpe«e, caaKoflHeaHO Sen"x''KpM"
npoaepaaa pa an «Ma npaa^na «
VKoaaKo ca yaaHoaM Heoa/iauifieH npaciy g-pg^ gg ynocM y «block"
HalKacHMje cyrpapaH o6aaeuJTaaa HaMeaHHK Vnpaae, a ra MAC appeca ya y
nMcry coct)TBepa Kojn ce KopucTn 3a KOHxpo/iy npucryna.

npaciyn pecypcuMa WCT CMcreMa, ca npaaaTHor ype^aja, HMje po3Bon.eH, ocmm bko je ypetiaj
y BJiacHMiuTBy OniuTUHe, omxelieH m HMje o6e36erieHa aaMBHa.

EaapaHpajy npaaaTHMx ypebaja ca KojMx be 6«t« OMorybeH npMCtyn aopa TexHHMap oiaeMa
i/i Mpe)Ke, a no ono6peH>y naMe/iHUKa VnpaBe.

^Media Access Control (MAC address)



HanneiKHOCTO KopMCHiiKa-sanocneHor m to como y nepnofly Kapa HMje Moryfie
ypeftai y aoacHMUiTBy OraiiTMHe Kpynaib. TexHunap CMCreMa m Mpeme, je pyxaH/Ha pa npe
Se ypefiaja OBpau,r,eHOM cepaHcy, yKOPMKO Kaap H«je raKae apcre
ypaflM backup noflaraKa Kojn ce Ha/iaae y mo6m;ihom ype1)ajy, a noTOM nx o6pmue na ypet] ] ,
M no noapaTKy mb cepenca noHOBO eparn noflajKe y mo6m/ihm ypeoaj.

3. 06e36e9HBaH»e aa nnua Koja KOpMcre HKT CHcreM omhocho
MKT CHCTBMOM ffy/ty ocnocoB/bena aa nocao koJh pape h paayMejy jy
OprOBOpHOCT

M;iaH 8.

HaMe/iHMK oniBTMHCKe ynpaae oniuTMHe Kpynan, ce crapa Aa aancaieHu Kojn ynpae/bajy MKT
™^«0M owLo PaoooieHH KOi« KcpMcre WCT chctom HMajy apeKaaxan CTeneH
oepaaoaatba m cnoco6HoaM, Kao h caecr c anaMajy nocncaa Koje o6aB/ba]y.
oflroBODHOCTM €0 yTBpliyiy npouBAypoM 0 npaBMMB npMcryna MHc|3opMauMOHOM cucreMy,
peuieHpBM 0 pacnopel)MBatt>y Ha cApefieHO paAHO mbcto (aa cny>K6eHMKB), yroBopoM o W
(3a HaMBlUTBHHKB), nOCe6HMM yrCBOpMMa (0 npHBpBMBHMM H nOBpBMBHMM nOC/lOBMMa M Ol.)
aa paAHO aHrawoBana JiMqa no ApyroM ocHOBy m cnopaayMOM o noBBp/bMBocTM.

PyKOBOAVinau opraHHaauHOHB jBAHHUue naAneKHe aa MKT vi aiy)K6eHnuH ̂ ojij ynpa^^^^^
CMCTBMOM ce npouBAypOM 0 npaBHMa npMcryna MHti)opMauMOHOM cMcreMy h/mjim peiueHpBM o
pa^^cpetn^S Sa'Lftyiy 3a npepysMMa^e xmthhx « Heo^oxHMx "e^ Y ̂
nocTOjaiM HenocpepHe onacHOCTH aa nopaxKe m poKyMeHTauMjy Koje cy nop MepaMa aamrnre.

y nocrynxy aacHwaatba papHor opHoca aa aanocneHe Kojn ynpaan^jy MKT cnaeMOM opHomoS KopMcre MKT CHCreM y onuiTMHCKoj ynpaan ce npoaope papiae y UHn.y
S JhoS ycnoaa cpaUpHO nocnoBHMM aaxreanMa, Kpac«(|)MKauM)M

MH(|iopMauHja KOjMMa ce hb papHOM Mecry KOje ce nonyttaaa opoepaaa npnoyn n carnepaHMM
pklBHUHMa.

Cbm aanocJiBHM m paAHO aHrawoBana AHua no ApyroM ocHOBy, KojMMa je AOAe/ben npMC^n
Mopajy nornMcaTH cnopaayM o noBepn,HBOCTH h aamTHTu

nra?rr«H*op«au^^a op rpeJx PMUa, npe Hero uixo mm ce poaaoPM npMCiyn onpeMM aa
o6paAy nH(|)opMai4Mja.

nDoroaMMMa crpyMHor ycaBprnaBahba y oniUTMHCKoj ynpaBH ce o6B36er)yiB Aa ce aanocABHM
KOjM cy HaAABWHM 30 npa^BfeB, anaAMay, MaBemTaaaibe m npeAysHMahbe
cnpoBotefca ycBOjBHB noAHTMKe h npoqeAypa y o6AacTM MH(})opMauMOHB
KOHTMHVMpaHo o6yMaBajy y UM/by ynanpeTietba lexHHHKor m TexHOAOLUKor 3HaH>a. Cbm
CAy>K6eHMUM oniATMHCKB ynpBBB cy y o6aBeaM Aa saBpuje ^
cTMHy HOBa M 06HaBJbajy nccrojelia anahba o npouBAypaMa kojb ypefiyjy 6B36^HOcr
MHcJ)opMauMja, Ha naMMH KOjM OAroBapa HpMXObom nocAOBHOM aHra>KOBahby m pbahom Mecry.

flMCUMHAMHCKM Rocr/naK CB CnpOBOAM PpOTMB aanOCABHMX KOjM cy HapyiUMAM 6e36eAHOCT
MH(l)OpMaUMja MAM HB ApyrM HaMMH M3BpiUMAM ROBpeAy npaBMAB M ROAMTMKe HB CHBBM M y



:s=.=
opraH OnuJTMHe Kpynatb, npena noce6HOM saKony.

pafly, oahocho yroBopa o aHra)KOBahby mwa bbh paflHor oflHOca.

4.3aunma oa tmsHKa koJh Hacrajy npn
paaHoraHnmoBaiba jiuua aanoaieHux koh onepampa UKTcucreMa

MnaH 9,

s=»».r=.isr,
rnCT cMcreMOM kojm npeflysnMajy cneAefie aKruBHOcrn.

1) npoBepaeajy HcnyH,eHOCT cam yoioaa y nornepy nyeaH-a m «aHome>aa noflaraKa y
2) cvaeMy KojH cy

oahocho HaMeuiTOHHKy, npeyaHMajy oa Hiera

6) """
npocropujaMa m onpeMH.

5. HpeajatppKoaaH^ „„<pop»aaaoHHXpo6apa h oapeOxaaH^ oprosopHOcm
33 HtHXOBy SatUTHTy

MnaH 10.

WauHona A06pa On,ATHHe Kpyna. cy
on—ynpaae OAHOCHO

n yHHUiTaBaH.e anoHKauHje, KOHctHrypaqHjy

xaP^K^I—^ — H -pHCHH^Ky AOKyMBHTBUHjy, yH^pB.^ npaBHBHHKe
KOjM ce OAHOce Ha MKT CMcreM m c/i.)



ca 3aK0H0«npaBM/iHMKOM o CMCTewaTMsauMjM M opraHMsa^^^^ 3a 6vueT m cbuHaHCMje y capaAH^n ca

^^npas'^^r'^KT'^creMOM ap™ .fle*U.iy ««oa«He Koja je
npcAMei aaujTMTe m AOKyMeHTyje H>eH kmbothm unK/iyc.

"''T«raBe^eTco(t)TBepcKeKOMnoHeHTeMKToicreHa

: ™=Hiarx;:n:«r^^ p--
CMCTeMa

HHtpOpMaUHOHOj 6e36effHOCTH

M;iaH 11.

" wTS^apy ca""™aTe^ mernoaepLaoa«
MHcl)0pMauMja je sacHOBaHa Ha MeTwpM HHBoa:

Ij oTKpMBaHse He MsasHBa HHKaKBy liiTeiy, ...toiv

OnujTMHe; nv/mnnuup CTDaTeiUKe UMn>eBe mam oGaB/baupe
4) oTKpMBavbe MMa 036Mn.aH yiMua] Ha AyropoMHe crpajemKe u

nooioaa M3 Ae^o^pyra OnuiTMHe.

rpaA/oniuTMHa/rpaACKa oniuTMHa apuiM KAacM^MKauMjy paAM;

, ==?r=3Ssr

nonapH KOjH ce Haaaae y MKT^CHCTeMy npesaaajtajy rajHy, y
0ApeA6aMa noce6HMM nponMCMNia .

^3aK0H 0 aio6oAHOM npHayny MH(l)opMaAMjaMa 3aK0H o TajHOCTM
104/09136/10), 3aK0H o aamrnTM noAaiaKa o amhhoctm („Oi. r/iacHHK kl , op



noiiauM KoiM ce osHaqe Kao rajHH, Mopajy 6mtm saiuTufieHM y CKiiaAy ca oflpeAGawa ypeA6e oSrMepaMa aamr^Te ™iH»< noflaraKa V HH<l»p«auMOHO-Teae^
cMcreMHMa {„Cn. rnacHMK PC', 6p. 53/2011 55/05, 71/05 - ncnpasKa, 101/07, 65/08 m
16/11).

Aera/baH onuc HH^opMauMja, HOcaMUMa MHct)opMamija m AocrynHOCTn noAaiaKa Hanaan ce y
MH(t)opMaTopy o paAy oniuTUHe Kpynanj

7. Saurrtrra Hocana nonsraKa

M/iaH 12.

TexHvmap cucreMa m Mpewe, fie ycnocraBHTu opraHMsaunjy npMcryna v\ paaa ca
noce6HO OHUMa Kojn 6yAy oana^em creneHOM cny)K6eH0cni mhm xajHOCTn y cicnaAy ca
SaKOHOM o TajHOCTM noAaxaKa, xaKO AaT

.  noAauM M AOKyMeHXM (noce6HO ohh ca osHaKOM xajHoan) Mory ^
(apxMBupajy, sanMiuy) Ha cepsepy Ha komc ce CHWMajy noAaun, y '^'^^Aepy naA ko]^mm
fie npaao npHoyna MwaxM caMO aanocneHM-KopHCHMUM KojwMa ]e xo npaeo o6e36ef)eHO
OAnyKOM HaHe/iHMKa. nr.w™

.  noAauM M AOKyMCHXH (noce6HO ohm ca oaHaKOM xajhOCTM) Mory Aa ce chmmc Ha Apyre
HocaMe (eKcrepHM xapA AMCK, USB, CD, DVD) caMO oa cxpaHe OB/iamfieHMX
- KopMCHMKa (nasMB paAHor Meaa na KOMe ce o6aBn>ajy nocnoBM 6e36eAHocrM m aP-
HaMeAHMK, aAMMHMcrpaxop, pyKOBOAM/iau opraHMsauMOHe jeAMHMue)

FBMneHUMiv HOcaMa na KojMMa cy cHMWAieHM noAauM, boam TexHMMap CMCxena m Mpexce m xmnponicHO o6eoe»<eH« « oflno»ceHH Ha Meao na KOMe fie 6h™ aaumlieHH
y'cn^^y TpawTO ca noAauHMa, naMenHMK ynpaae He oApeAHTM OAroaopHy oco6y
y cwai^cSa''pTO^ qyaaH^a noAaraKa Kojw ce Hanaae Ha MeAHjHMa, noAauH Mopajy 6mthLXlo a aKO TO HH]e HorYf,e, TaKSH MeAHJH Mopajy 6hth O.H3hhkh ouJTetleHH,
OAHOCHO yHMUJXeHM.

S. OrpaHM^etbe npHcryna nopauHMa h cpepcrauMa aa oSpafly noparaKa
Hnan 13.

npMoyn pecypcMMa HKT cMcreMa OApef)eH je bpctom nanora, oahocho AOAe/beHOM y/ioroM
Kojy aanoaieHM-KopMCHMK MNia.

SanocneHH KOiM HMa aAMHHMcrpaTopcKM Haoor, HMa npaaa npHciyna cbhm ^
CHcreMa (co())TBepcKHM h xapAaepcKMM, MpejKH m MpexHMM pecypcHMa) y UHn,y HHcranauMj ,
OAP>KaBaH>a, noAeiuaBaHja m ynpaa/baHja pecypcMMa HKT CMCxewa.

noAaiaKa („Di. r/iacHHK PC", 104/2009), Kao m VpeAOa o HasMHy m nooynKy oaHaMaaaita xajHOCTH
noAaTaKa, oahocho AOKyMeHara („C/i. r/iacHMK PC , 6p. 8/2011)



3anoaieHM - kopmchmk Moxe lopucHHHKor
nUasa^ -pucH^MKor npo<l,«na h papne craH^ue.

S«^"or
KopMiurieH.a pecypca MKT mcreMa, m to na;

1) KcpHcra MHclJopHaTHMKe °npeH^ npouecMpaiy y oKawpy
?„<?S;=kS p?cv?» J'pa «o. e«T« npapMer Ha«

r6SHo"?L"'S«™SS, cflHocHO pa «x HO Oflaje flpyr«« oHUMHa;
5) MCtba ncBHHKe carnacHO Y^P®®™" ce ca CMCTeMa, oahocho aaioayxa papHy
6) npe caaKor ypanaaatba op papne aaHwue, opiaan ce ca c»
~ a sa aHaanap^y c»4^Bepa aoa xappaepa nopHOCP y nacaHOj t-opMH, opo6peH op

WOCT^ofl^'® y o""hS''°oThotT eKcnnapHTHO popen,eH«x
19) npMcr/na MHcl)opMaTMMKiiM pecypcMMa caMO Ha o y
KopMCHHMKMX Rpasa; finwiiie aHTMBHPVCHM HporpaM, Mett>a hberoae noAeiuene

11) Ha papHPJ craHMUH He ewe pa otw^t W j ^ nponHcaHMM npopepypaMa;
(Hspapa sa—

nTX ®"CHor nporpaMa H cp.) o6aa^)y V
ISS?: pa' can npaoynH HH4.opMaTHHKHM pecypcHMa h HH^opHauHjaMa Tpe6a pa 6ypy
sacHoaaHH Ha npHHuany nporpaMH, firewall, cHcreMH aa pereKUHjy

noTeHUMia/iHe npeme MKT ^cKJbVMVie m3 paAa wnw 6pMUie saiUTMTHH, cMcreMCKH
;'pra«ar« -M aTo 'to HH)e oorony opp«aaa« cnaeMa hph oTKPaiaaiaa
npo6neMa, y3 camacHOcr HaApet)eHor.

o naoeaaeaH^ oaaaaaeaor apacrrna « cnpeaaaaa^ aeoaaamheHor
apacryaa HKTcacieMy a ycayrana apje HKTcacreH npyaca

MjiaH 14.



npaBO npuciyna MMajy caMO aanocneHH/KopncHwn KojM MMajy aflMMHMaparopcKe «m

r=r=. -=rs=sr7jr»TS=
aanocjieHM na nocnoanMa TexHunap cucreMa m Mpe>Ke. yKyuaaaTH mv\

n^Sa K?pSa pe'cypci Mia CMcreMa Ofl apane aanocaeHor-KopMCH^Ka.

rc?;r3aS:o?:jp''MCHH^. aaKOM
=/a ZJ. ca ppv™«
KOpHCHMUMMa.

noaiOBMMa ynpaBn,aH.a n,yflCKMM pecypcHwa, oahocho HapaeiKHor pyKoaoflMOU .

«eH,a saiBflHHMKMx «fleHTH4.«KaTopa ™Zo™pZ"c
o6aBn>aH>e nocna ya nperxoAHO ono6peH> ■ P . vioiaHjaly kopmchmmkm Hanoaw.
HBM nepMOfl aHraxoaaiba ^ ° ® y ooiany ca paflHHM aanauMMa
CaaKOM KopMCHMKy ce flOflen.yje npaeo npa^na MCT jeAMHcraeHa
KOje fliiS™ ca flpyrviM KopMCHMPHMa. ABMHHHcrparop MKT
^:':?:M\zrrzi;zv:,^i:r™Ba1^ kop^ hb ppmovh, kbo « hbkoh
caaKe npoMene (ynanpeliefeey paapeiuehbe m xpaj 3anoaiett.a).

-au-n>iBunrTU TP HG BDlue M3 HpUBM/ierOBaHMX KOpMCHMHKMX HB/lOra.
Sn^rKopMCHZ « npaanna hb np^c^n ce pepoBHo npe«cn«Ty,y
paAM npoaepe fla mi cy y oaiany ca h.«xobiim oeaaeaaMa.

10. yrepOMBaibe aoroBopHOcm xopucHHia sa aaunmy concraeHwe
cpejucraBa aa ayreHTHKaunjy

Hjibh 15.



Kop«CH«M»1 Manor ce CaCTOjH on KOpMCHMMKOr MMOHa M n03MHKe.
(npMMep-.KopMCHMMKO MMO CO KpoMpa HO MaTpMPM M«e.npe3M«e, narMHMMMMM HMCMOM 603

TiMDvinkiuHa cnoBa naTMHMMHa cnoBa
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J103MHKa Mupa mo v-uhk"" '

cnoea, mnc^japa m cneunjanHHX sHaKoaa.

no3MHKa HO cMe na caflp)«« mmo, npeaMMO, naiyM pof|eH.a, 6poi TonecfoHa m npyre
npenoaHaT/bnae noAaTKe.

„ nnrvMt+,a fla 16 ADvro ̂ Mue OTKPHAO hbeTOBy A03MHKy Avwan je AaAko aanocnEHM-KopMCHMK nocywHaa a 3 flPY
Mcry OAwax M3MeHM.

SSraarreXoH^" S^^MSHnp. "ZI" S ZZ "m ̂ dL
CepTM(i)MKaTOM).

npMiaa.MBa^ V -om On.™He Kpyna. ce ap™ v6anMaa^« «e„Mia ca
eneKrpoHCKMM cepniftJMKaTOM y Mwraw rapTMua.

Heoana.^eHO ya^na« kopmchmmkoc nanora npyroM ™uy, nonne^e flMCUMnnMHCKo,
OArOBOpHOCTM.

ii. /rwnrrjnrae c««,an,«yy»e morpeSe^^sau.^ pa^ saunure
rajmcra, afreHraamcw oohocho HioarpHjara mmaraaa

MnaH 16.

npMcyn pecypcMMa MKT CMaeMa On^ne Kpyna. He aaxreaa noceany kphhto aa^TMry.



^anocneHM-KODMCHMuii Koptiae KBa(iii<t)MKOBaHe eneiapoHCKe cepmijmKaTe aa eaeiopoHCKO™?rcZ^ flo^eHaTa Kao m ay^HTM<|..KauM]Y m ayropv-aau^jy np^oyna nojepMHHM
annnKauMjaMa.

SanociieHM Ha noc/ioBMMa MKT cy 3afly>KeHM sa HHcra/iauHjy noTpe6Hor cocjjTBepa m xapflBepa
3a KopMiutieHje cepTM(t)HKaTa.

SanoaieHM-KopMCHHUH cy Aa nyBajy cBOje KBanHctDHKOBane e/ieiapoHCKe cepTMcl)MKaTe
KaKO He 6m aoiu/im y noceA Apyrwx jimub.

12. 0H3Hwa aaurmra oSjeKarar npocropa, npocropHja ophocho
KojHMa^ T^ase cpapcraa h poKyMeHTH MKT cacreMa a o6pa9m nopapa y MKT
cacTBMy

H/ian 17.

y oniuTHHCKOj ynpaBH onmane Kpynath npocrop y komb ce nanaae
KOMVHMKauMOHa oHpeMa MKT cMcreMa ce na/iaae y noce6Hoj npocropMjM Koja ]e o^eaeefieH
Mex^MMKOM epaBOM, npo3opM cy 06e36ef)eHM peuieiKaMa m npocropMja je KHMMaTMBOBana.

13. Saumrra op ryearaa, ouirefie/ba, apa^e anappyror o6naKa yrpoyKaaaiba
6e36epH0cra cpepcraaa aoja aaae MKT cacreM

Hnan 18.

ypaa y npoaopMjy y Kojoj ce Haaaaw MKT onpewa, floaBon.eH je cbmo aflMMHHcrpaTopy MKT
S 30HH ««a™ « Tpe^™
iiMn,v MHcra/iaLiMie m cepBMCMpahba OApeT)eHMX pecypca MKT cMcreMa, a no npeixoAHOM
n/infiDenav HaMe/iHMKa ynpaae m ya npMcycTBO naAnewHor /iMua -TexHMMap cMcreMa m Mpoxe.npS^^a^rraS™ -a™ « aanocneH«/a hb nocaoBMMa opp»<aBa^
XMrMjene ya npMcycTBO HaAne>KHor AMua -TexHMMap cMcreMa m Mpe>Ke.

nnoCTODMia Mopa 6mtm BMAAaMBO o6e;ie)KeHa m y hboj ce Mopa nanasMTM nPO™Bnox<apHa
oSpeMa, Koja ce Mo>Ke kopmctmtm cbmo y oiyqajy noxapa y npocTopMjM y ko]0] ce hb/ibsm M
onpeMa m MeAMjM ca noAauMwa.

npoaopH M Bpaia hb oaoj npocropujH Mopajy yaeK 6mto aaraopeHH, h no noTpe6n o6ea6erieHM
pemeTKOM.

CepaepH m aiCTHBHa MpexHa onpeMB (switch, modem, router, firewall), Mopajy aaoHO 6mtvi
npMKfbyneHM na ypef)aje sa nenpeKMAHo nanajaHse UPS.



V rnvMaiv HecTaHKa e/ieiapuMHe eHepmje, y nepnoflv flyJKeM oa KanaunTexa UPS-a,
LSho ™ fla onpeny y CKnafly ca npouepypaMa npoMaBoftana
onpeMG.

MKT onpeMa m3 npocropuje ce y oiyMajy onacHOcru (no>Kap, apeMGHCKe HenoroAe m oi.) mokg
M3HeTM M 663 0A06peHsa HaMGAHMKa.

y cnyMaly M3H0iiieH.a onpeMe papM cenw6e, mvi cepaMCMpaeta, HeonxoflHO je oflo6peH.e
HaMGAHMKa KOjH flG OApeAMTM yCAOBG, HaMMH M MGCTO M3H0llJGH>a OnpGMG.

AKO ce onpena m3hocm paflu cepBHC«paH,a, nopen oflo6petba Ha^enHMKa ynpaae, n^Ho je
caHdHBTM aanwcHHK y komb ce Haaoflu Haane « inn onpeMe, cepnjCKW 6poj, HasMB cepancepa,
MMG M npG3MMG OBAamtlGHOr AMUa CGpBMCGpa.

yroBopoM ca cepaHcepoM Mopa 6m™ fledJMHMcaHa oeaaeaa aauiTOTe noflaTaKa Kojn ce Hanaae
Ha MGAMjMwa KOjM cy ago pGcypca OniuTHHG Kpynahb.

14. 06e36e9HBaite HcnpaBHor h 6e36eaHor (PyHmHOHHcatBa cpepcraBa aa
o6papy noparaKa

Mabh 19.

SanooiGHH Ha nocnoBMMa MKT KOHTMHyMpaHO naASupy m

MGpG.

nne vBofiGJta y paA hobof cocjjTBGpa HGonxoAHO jG HanpaBMTM Konwjy-apxMBy nocrojGfiHX
noflaraS y U«Iy npMnpeMe aa npouepypy Bpa6aH.a Ha nperxopHy cra6HnHy aepaajy.
i/iwrranHDaHaG HOBor cocbiBGpa Kao M a«ypnpaHaG noCTOjGfjGr, oahocho HHcranamija hobg
BGp3HiG, MO)KG CG BpiUMTH Ha HaMMH KOjM HG OMGja onGpaiMBHM paA aanOOlGHMX-KOpMCHM .

y oiyMaJy fla ce na hoboJ aepaHjH co<t.TBepa koJh ]e yaepeH yHWomUH koJh Mory y™ua™ Ha pap, n0Tpe6H0 je npHMeHn™ npouepypy aa apafiaH^e
npGTXOAHy CTa6MAHy BGpSMjy CO(j)TBGpa.

15. SaunMTa mmnia « cpeacrBa aa oSpajty naaaraaa on anoHaMopMor
CO^fTBCpa

MnaH 20.

3aa.™Ta op snoHaMepHor

Sh»' H«jrM!'"°L,S5eHHM npBHOCHMM MBPHjHMa (USB MBHOpHja, CD HTP.),
MHCraAaUMjOM HG/lMUGHUMpanor COCt)TBGpa m oi.



.  HeA03B0n,eH0 Kopniuhehbe flpyiuTBeHnx wpe^a m flpyrwx nHiepHeT caAP)Kaja KOje je

.  npe^MMaiTe (download) noflaTaxa aennKe "jeKUHe" KOje npoyapoKyje "aarymefce Ha
Mpe)Kki;

.  noevaHMatee (download) MaTepHjana aaiuTMrieHMX ayropcKMM npaawMa,
!  KSpSTe iiHHKOBa KojH HHcy y Be3M ca nooioM (rneAaH,e ct)>i/iMOBa, ayAHO h
. S3S^eirnpMC^n'caAP)Kai^ npoMena caAP^aja, 6pncaH,e hhm npepaAa caAP>Kaja

KopMCHMUMMaTojif HeaAeKBaTHHM KopmufiehbeM MHTepneTa yapoxyjy aaryuiefte, npexwA y
paw HfiM Hapymaaajy 6e36eAHOcr Mpewe MO)Ke ce oAyaeTw npaao npMcryna.

Mnan 21.

mcra npoBepa Koje ce cnpoBOfle y MHn.y aaujTMTe oa anoHaMepHor coc|)TBepa oeyxaara aaH
ce He orpaHMMaea na:

а) npoaepy, npe KopHUjUeiea, cbhx aaTOTera na eneicTpoHCKHH v<m ohthmkhm
MeAMjyMHMa, xao m AaTOTexa npMMn>eHMx npexo Mpe)Ka, Aa /in caApJKe 3/ioHaMepHM

б) "pt^py! npe KopMUirieH.a, caap^aja npnaora eneiapoHCKe noiure m npe^eTHX
caapxcaja, aa an caapxce aaonaMepHH coO)TBep; obb npoBepa ce cnpoBoan na pasHHM
MeCTMMa, HHP. na cepeepMMa aa eaeKcpoHcxy nornry, Ha ctohmm panyHapHHa hbh
npMAMKOM ynacKa y Mpe>Ky onepaiopa MKT cncreMa;

B) npoBepy nocTOjahta anoHaMephnx co(})TBepa na Be6-cTpaHMuaMa;
r) o6vKa 3a nsBeuiTaBaite n onopaaax oa nanaAa anonaMepHMM co(|>TBepoM;
A) nownpeMy oAroaapajyliMx n/iaHoaa aa KOHTMHyMTer nocnoBaH,a npn/iMKOM onopaaxa oa' Han™LMepHl coOneepoH, yKn-ynyiyftH cae Heonxoane peaepBHe Konnje

noAaiaxa n coc})TBepa n MexaHMSwe aa onopaaaK;
h) nMnneMeHTaunjy npoueAypa 3a pbaobho npnxyn/bahbe MH(t)opMauMja, xao uito ]e

npeinnara na aApecne cnncKoae aa AOcraBy nnn npooepa Bee-crpaHMua na KojnMa ce
naiv MHcbopMaunie o hobmm 3/ioHaMepHMM cocjDTBepMMa,

e) MMnneMeHTaunjy npoueAypa aa BepM(|)MKOBaH,e nH(t)opMauMja o
co(J)TBepnMa n o6e36er)eH,e Aa cy ynoaopaaaiyfin nsBemTajn TaMHM n
3a pa3AHK0BaH>e nawnnx oa CTBapHHx 3/iOHaMepHMx coc!)TBepa Kopncre ceKBanHdJHKOBaHH H3B0PH, Hnp. npoBBpeHM HacoHHCH, noyaflane opaHMue Ha MHTepHer
Mpe)KM MAM McnopyHMOUM nporpaMa npoTMB anoHaMepHMX co(l)TBepa.

16. SaiuTMTa oa ry6HTKa noaaraKa

Hnan 22.

PeaeoBHe Konnie MHcbopMauMja, coclJiaepa m AynAMKaiM cMcreMa ce peAOBHO Mapa^yjy m
McnMTyjy. SauJiMTHe Konnje KOpMCHMUMMa o6e36el)yiy kopmchmmkc noAaiKe, ^ceoB^a M anAMxauMia Haxon yHMiuTeHaa mam oiiireliehba K0]a cy HacraAa ycAeA xai^P
HanaAa, oxxaaa xapABepa, rpemaKa KopMCHMxa, npMpoAHMX KaTac:rpoci)a m Apyrnx Hecpefi .



3a vcneuiHV aaumny ofl anpyca Ha caaKOM panyHapy je HnaaPHpaH aHTHBHpycHM nporpaM.
CBaKOflHeBHO ce ayroMaTCKH y 9.00 earn apiun AonyHa aHTHBupycHHX flect)viHMm/ija.

m .CKn.yM.BaK,e aHTMB^pycHor coc^TBepa tokom CKeH.paK,a
npeHocHMX MeflMja.

npeHOCMBM MeAMjM, npe KopmulieHpa, Mopajy 6mtm npoBepeHu Ha npMcycTBo supyra^ Ako ce
yTBpAM Aa npeHOCMBM mbamJ caAP>KM BMpyce, yxcAMKO je to Morylie, BpuJM ce MMiutiehbe neAMja
aHTMBMpyCHMM CO^TBepOM.

PM3MK OA eBemyaAHor ryOMTKa noAajaxa hpmamkom MMiij1ieH,a MeAMja oa BMpyca chocm
AOHocMAau MeAMja.

y uMA,y saiUTMie, oahocho ynaAa y HKT cMcreM OniuTMHe Kpynan, ca MHiepneTa, TexHMMap
CMcreMa m Mpe)Ke je Ay>KaH Aa oApJKaaa cMcreM 3a cnpenaBatte ynaAa.

PyKOBOAMOUM opraHM3auMOHMx jeAMHMua oApeDyjy KOjM sanooieHM MMajy
MHiepneTy paAM npMKynA,aH>a noAaraKa m octbamx MHcj)opMauM]a BeaaHMX sa o6aB/baH,e
nooioaa y H>MX0Boj HaAne>KHOCTM.

KopMCHMUMMa KOjM cy npMiobyMeHM Ha MKT cMcreM je 3a6paH,eH0 caMocranHO
Ha MHTepner (npMicbyHMBaH>e npexo concTBenor MOAeMa), npM neMy TexHMMap cmctbm
Mpe>Ke MO>Ke yKMHyiM npMcryn MHiepHejy y oiynajy AOKaaaHe 3noynoTpe6e Mcror.

Kodmchmum MKT CMcreMa KojM KOpMcre MHTepnei Mopajy Aa ce npMAp>KaBajy Mepa samiMje oa
BMpyca M ynaAa ca MHTepneia y MKT cMcreM, a CBaxM paqynap MMjM ce
npMKn,yMvje na MmepHeT Mopa 6mtm OAroaapajytie noAeiuen m samiMtieH, npM neMy
noAaujaBBHie apiuM TexHMHap CMcreMa m Mpe>Ke.

npHPMKOM KopMiijlieH.a HHTepHCTa Tpe6a H36eraBaTM cyMttHae WEB
TO Moxe npoyapoKOBBTH npo6neMe - HenpHMBTHO MHCTanMpaH.e uinHjyHCKHX nporpaMa
CAMHHO.

y cnynajy Aa kopmchmk npMMCTM HeoOMHHO noHauiahbe panynapa, 3ana>KaHje ipeOa 6e3
OAAaraHsa Aa npMjaBM TexHMMap CMcreMa m Mpe)Ke.
Crooro ie 3a6pan>eH0 meAaHse (j)MAMOBa m Mrpahbe MrpMua na panynapMNa m Kpcrapenje
WEB crpaHMuaMa Koje caAP)Ke HeAO/iMMan caAP>Kaj, xao m caMoaon^Ho npeysMMahte mctmx ca
MHTepHexa.

npenoc mam na ApyrM nasMH HM.e.e

AOcrynHMM „nMpaTCKMx" mam ApyrMX co(l)TBepcKMX npoMSBOAa KojM HMcy AMuenuMpanM

.  HapTmaSfee^^CMryrH'^^^ Mpe>Ke mam na APyrM nanMH 0HeM0rYliaBaH.e nocAOOHe
•  HaMep^^^ujMpeH,e AecrpyKTMBHMx m onapyKiMaHMX nporpaMa na MHiepHery (MHrepHei

bmpycTmh^^^^^^^ koh,m, MHtepHer upbm m APyre apcre MaAMUM03HMx
co(j)TBepa);



no« KOHHiaMa ™Meaa ce Tw"
XSrt3aTp-V-/^opac™.L H KOMVH„Kap«OHax) hph uea.x
onepaTMBHMX cucreMa, annnKaunja, cepenca m ease noAaiaKa.

SamTMTHe Konnje Tpe6a fla OMO^^e 6p30 a
HP«en.eHMx noratiaia, m Tpe6a mx npaenTM y epeMe xaAa ce He y^^^YJe pau u^Trca'^na^KaSHk eaa'a no^axa
MyeaHpe aaiuTHTHMX KonMja KopMcre ce MarneTHe xpaxe, eKcrepMM a hm m

flSo KonHpaH,e-apx«B«paH.e apuiu ce aa caaxH paflHM naH y ceflM«u«, ofl 20 Macoaa caaxor
paAHor AaHa.

Heflen,HO Kon«patae-apxHBMpa>be apuiM ce noaieflH.er paflHor flana y Heflen,M, ofl 21 Mac.
MeceMHO Kon«paH.e-apxMaMpaH.e apui« ce nocfleflH.er paflHor flaHa y Meceuy, aa caaxM Heceu
noce6HO, oa 22 naca.

roflMmH.e KonnpaH.e-ap>MaMpaH^ apuiM ce ncKfleflteer paflHcr flana y roflMHM.

CaaKM npHMepax rcflMUiiee Konaje-apxHae 14/93-
xaHuenapajcKOM nocfloaaH,y opraHa flpxraaHe ynpaae („Cn. rnacHax PL , op i / ,
Mcnp, 67/2016 m 3/2017).

flHeaHB, Heflen.He a MeceMae Konaje-apxaae ce ayaajy y 6ea6eflHOCHO) acaa.

X7. HysaH^ naoaraKa o nPratajaMa koJm Mory Smth om aaaiaja aa
6e36eflHOCT MKT cMcreMa

MAaH 23.

0 aKtaaacoaMa aflMaaacrpaTopa a aanocfleaax-Kopacaaxa aofle ce flaeaaaua aKraaaocra
(activitylog, history, securitylog, transactionlog m aP)-

CK/iaAy ca M/1. 20 oaor npaBM/iHMKa.



18. 06e36eO*tBa/he HHrerpHTera cotprsepa h onepaTHBHMX CMcreMa
H/iaH 24.

y MKT CHaeMV Moxe aa ce nHcra/iMpa ca«o codJTaep aa kojh nocrojH aaiKefta PMueHpa y
BnacHMmray ynpaae onmruHe Kpynatt, oaHOCHO Freeware h Opensource eepsMje.

MHCTanauMjy « nofleuiaBaH>e cocOtBepa MO>Ke fla apmr, caMO TexHMMap mcreMa « Mpeare,
OAHOCHO 3anoc/ieHM-KopncHHK Kojki MMa oB/iaiutieHje 3a to.

MHcrapapHiv m noflemaBaH,e cocfTBepa MO>Ke aa MaapuiM « Tpefie nnue, y cKPaay ca yroBopoM
0 Ha6aBUH, OAHOCHO 0AP>KaBaH>y co(J)TBepa.

cTBHse y oiyMajy HeoMOKHBaHMX cMryauMja.

19. 3aumrra oa 3BoynoTpe6e tcxhhvkhx 6e36aaHOCHHX aiadocTH MKT
CHCTBMa

H/ian 25.

TexHBMap cpaeMB « Mpexre Haj«aH.eJeaHOM ^
AHeBHMKa aKTHBHOCTH (activitylog, history, securitylog, transactionlog m aP J V 4
MAeHTMcJ)MKauMie noieHUHjaAHMX aia6ocTM HKT cMcrewa.

he 0TK/10HMTM yOMEHe C/ia60CTM.

20. 06e36e9MBaH.e na aimiBHOcn, aa peaaaajM HKT CMcreMa MMaJy urn
MafbH yTHpaj na (pyHmHOHMcaibe cncreMa

Mnan 26.

PBBMBHja MKT CMcreMa ce «opa epmmr. f OHaa"TB"aSH

npeTxoAHy car/iacHoci Hane/iHHKa ynpaae.

21. SawTtna noparaxa y

BOAoae

KOMyHHxauHOHHM Mp&xaMa yKJbyHyjyftH ype^aje h



HnaH 27.

OA Mory^er oujielieHja.

MpffiKHa onpeMa (switch, router, flrewall) ce Mopa HaaaaHTM y aaKibyuaHOM rack opMany.

;tssssr^ »'^",==s=2S=="

ce apiuM paaweHa aiy>K6eHMX noAataKa.

Ta Mpexa Tpe6a fla 6yne osHaMeHa (CCMfl) no MOfleny opstina krupanj guest

2Z BesSeaHocr naamKa KOju ce npenoce
xao M HSMetyonepampa HKTcHcreMaHJiMua eau onepampa HKTcHcreMa

MnaH 28.

noKaoHa caMoynpaaa He apuiu paaweHy noflaTaKa KojH cy oanaMeHH ueKOM ofl oaHaka TajHOcrH
ca ApyruM opraHMMa m opraHnaaLiMjaMa.

23 nmaiba HmbopHamioHe 6e36epH0cm y oKanpy ynpaanaita cbmhnl^rcacreMa cpHOcaopeaoaa cacreMa
H/iaH 29.

cKJion/beH ca tmm jinunMa.

TexHHMap CHCreMa h Mpeare je aaflvoKen h aa TexHMMKH naflsop uafl peanuaauHjOM yroaopeuHX
He™---; ̂toTS'cHaeMa, o«hocho yaoSe^y hobhx fl̂ sa h H3«eHaMa
noCTOjefiMX Aenoaa HKT CMcreMa TexHimap cucreMa m Mpexce boah AOKyMeHiauMjy.
floxyMeHTauHla h3 nperxoflHor aaaa Mopa pa canpxtH onuce caHX npoueflypa a noce6HO
npoueAVpa KOje ce OAHOce na 6e36eAH0cr HKT cucreMa.

24. Saunaia noparaaa aoja ce Hopacre ̂  nerpeee recrapaa^ HKT cacreaa
OJIHOCHO MBHOBS CHCTBM3



H/iaH 30.

npMmKOM Tecr«paH.a CMcreMa, nopauM Koj« cy y°Sw
aiy)K6eH0cr« Kao noBepn.«aM nopaun, vuim ̂  phmhm nonauM °"roMpa aa nop^Ke y cioiapy
ca nponwcMMa KojHwa ]e pe())MHMcaHa ynoTpe6a m aaujTirra raKse apcre nopara .

2S. Saunma cpeacraaa onepanpa HKT cmreMa aoja cy aocrynHa
npyMOOUMMa ycnyra

MnaH 31.

Tnpha nMna-nDv>Kaouvi voiyra MspaAe m oflp)KaBaHja coct)TBepa Mory npucrynviTM cbmo ohmmISfl"Ko;"rr6a3aMa^opaTa'^^ KOje cy peo codyraepa koJh cy oh« vapamm.
oflHOCHO 3a KOje nocTOjM yroBopoM flectJUHncan npucryn.

TexHMMap cMCTEMa M Mpewe je OAroBopaH/Ha sa KOHTpo/iy npMcryna m HaAsop HaA nBBpiue^eM^riLnrSeaa, Kao i aa nomTOBaH,e oppop6K oaor npaaMPHHKa KojMHa cy TaKBe
aiaMBHOCTM Aett>nHMcaHe.

nnp nTnoMMHpahba nDeroBOpa, noTeHUnjaiiHH npywa/iau yoiyra y o6aBe3M je Aa noxnuiije

nperoBopa.

MpjaBB 0 ncBepn.«BoaM, ophocho yroBop o
noBeDJbMBOCTM ca jacHO yTBpljeHOM o6aBe30M m oAroBopHOUJliy npy)Kaoua y(^yre
paX y3p^ « HaK"afle mrere y Kop-cr OnuiTMHe KpynaH, y cpyoajy noBpepe obb
0ApeA6e.

HsjaBa 0 noBepjbMBOCTM o6aBe3HO r/iacn.

Vrm noaauM M MHcbopMaMnje caApwaHM y obom YroBopy o npy>KaH,y yaiyra ce CMaipajy
noBe^KBrnocpoBHTM ̂  " He CMBfr 6htm caonuiTeHM «p« hb ppyrn hbhmh yM««.eH«
nomTHM TPeft^ZHMT HapOMMTO CB CMBTpajy noBepp,HBMM CBM nCCPCBHH nopaUB H
SHAoDMauMie Koie jeAHa crpaHa ynnHM AOcrynHUM Apyroj yroBopHOj crpaHM paAH MBBpujehta
oSS ZaryraXa, yKOPB^ ™ nopapB H„cy jaano poavnHB hbtb cy 6bph npe^pHO
no3HaTM APyroj crpaHn.

CaaKa yroaopHa crpaHa ce ceaaeayie pa noparKe h HHdJopMauHje Koje jo) «¥«¥
/.nnvnuMM V cKPapv ca OBMM yroBopoM H c6aBe30M H3BpujeH.a yroBopeHHx nooioaa
Stoe3a, 6ypy craan^eHe Ha pacnoparaH.e H yBHP aanocpeHHMa, yKOPHKO je to neonxopno
paA^ MBBpujeHja oOaBeaa m3 oBor yroBopa.



yroBODHe CTPaHe ce HapoMmo oeaaeayiy aa ncoynajy o6a3pnBB ca nonauaMa »

" V oivMalv noBpene obb o6aBe3e yrPBopHa apaHa Maja cy naflaua KopamfieHa ana npaaoycnyHajynoBpefleoBB OOT y lUTere yoiea HeoapamheHor Kopaujiieiba
pacKHfld yroBopa w npaso a3 saxraBa HaKHafly
noAaTaKa v\ MHcj)opMauMja Apye cTpaHe.

nn^aoua vcnvra ayJKHa cy Aa aaxreBe OnuiTaae Kpynaib y nomeAy 6e36eAH0cra
aKpMAUMja npouiape a aa cacje noAyrcBapaae aa AOAaTHe yoiyre ana nppaaaone.
PyKCBOAanau OAen.eH,a aa onpiay ynpaay flpyoiTaeHe flenam^a no^ 3™™;!^
=. ̂ a=eaLZS .^Seraaaooa

Ae(|)MHMcaHe.

OnomaBatbe vroBopeHor hhbob HHtpopMapBOHe 6e36eaH0CTH m„pyJf;«X!^raa.JcaycnoBHMa koJh cyyrvBopeHH ca npyaraoaeM ycayra
HnaH 32.

Onunaaa TpeayrHO aewa CKnonibea yrcBPp ca TpefiaM nauaMa aa npya<aa.e ycnyra
MHct)opMauMOHe 6e36eAHOcrM.

yaiyyajyaa onumna /

yroBopeHMX o6aBe3a oa crpaHe TpetiMx /imu c„ny^^ necvoca HKT cMcreMa. V cjiyMajy
noiuTOBaH»a oApeASw KOjuMa je AetjJMHncaHa ® nnpn,ehba sa oniuiy ynpaay ApyuJTBeHe

==15Sr.s=.=ss="^-

HHUHMBHTHMa M BpeTHtaMa

MnaH 33.

y cnyaajy 6ano aaKBor aHuafleara KOja MoyKe aa yrpoaa eeaewPa MKT cacreaa,
aanoweaa-KopacaaKje Ay*aa aa caaax o6aBeaa Texaaaap caaeaa Mpexe.

no npajeay npajaae Texaaaap cacreaa a «pex<e Je « "A™'' "SAaecra aaaenaaxa
ynpaae m npeAysMe Mepe y MM/by aaiuTUTe pecypca MKT cucreMa.



WKonmo ce pann o nHunfleHT/ Kojw je fle^nHncaH y cKnaAV ca ypeA6oM o no^KV
AOcraB/bahta noAaiaKa, amctm, apcraMa m sHanajy HHunAeHara f
MHUMneHTHMa V MHcbopMauMOHO-KOMyHMKauMOHMM CMcreMMMa OA noce6Hor 3HaHa]a, „ .
rjiacHMK PC, 6p, 94/2016), TexHUMap cucreMa m Mpe>Ke, je AywaH/a Aa nopeA Haqe/iHH
o6aBeaM m Hafl/ieKHM opraH Ae(i>MHMCaH obom ypefl60M.

TeXHBMBP CMCreMa M Mpexe BOAH BBHAeHAMjy O CBMM MHUMABHTUMa, Kao M
hhumabh^, y CKnaAy ca ypeA6oM, Ha ocHosy Koje, npoiMB OAroBopnor ahub, Mory ab ce boab
AMCUnn/iMHCKM, npeKpuiajHM M/tM KpuBMMHM nocTynuM.

28. Mepe Koje o6e36e9Yjy KOHTHHyMTer o6aBn>atba nocna y aaHpepHMM
oKonHOcntMa

H/iaH 34.

y cnvnaiv saHpeAHHX oko/ihoctm, KOje Mory Aa AoaeAy flo M3MeiuTaH,a MKT cucreMa m3 s^pajjeS rSHHTcHcrBHa H Mpex<e, je Ay)KaH/a ab y HBjKpBtieM poxy npeHece fleAOB® ̂
cMcreMa (nnn o6e36eAM (t)yHKUMOHMcaH>e peAyflaHTHnx KOMnoHeHTH Ha peaepsHO]
5Sko n^oje) Heonxwe aa t.yHKpHOHHCaH.e y aaHpeAHO] chtybuhjh hb peaepany
noKauMiv v CK/iaAV ca nAanoM pearoBahba y BaHpeAHMM m kphshmm cmyauMjaMa.
CneuMdjMKauMjy AenoBa MKT cHcreMa KojM cy HeonxoAHM aa

nLariyie TexHHMap cMcreMa h Mpe>Ke , h to y rpw npHMepxa, oa ko]mx ce jeAan
Har:C lera/rA?yr. koa sanocenor HaAneKHor aa nocoae OAOpane h BanpeAHe
CMTyaLiMie a xpefiM npwMepaK koa HaMeAHMKa ynpase.

IleAOBe MKT cwaeMa kojh HHcy neonxoAHM aa c)}yHKUMOHncaH,e y aainpeAHHM c'^'^^WMa,SflHJe ce Hrpeaepaiy Ao^njy, Kojy oapcah "BHeAHHX ynpeee^^^^^^^
MKT CMcreMa KojM HMcy neonxoAHM, ce BpuJM laKo Aa onpeMa 6yAe 6e36eAHa m o6eAe)Ke , y
cioiaAy ca eBHAenuHjoM Koja ce o hboj boam.

III. lisneHa npaBMJiHWKa o 6e36eflHOCTii

Habh 35.

KoiM Mory HapymmH MH(t]opMaunoHy 6e36eAH0CT, TexHWMap CMcreMa m Mpe^e je A^a / a
HaqenHHKa ynpaae, xaxo 6n oh Morao Aa npHcrynH MSMeHu OBor npaBH/iHHKa, y

liMHsV vHanpetieHae Mepa aaiUTme, naMMHa m npoueAypa nocTMsaHaa m 0AP>KaBaH>a
HMBoa 6e36eAHOCTM MKT cwcreMa, xao m npeMcnkiTMBanae oBAaiuliehba m oatobopho y
ca 6e36eAHOUJtiy m pecypcMMa MKT cHcreMa.

IV. npoBepa MKT cMcreMa

HAan 36.



npoBepy HKT CMcreMa r,e Bpuj«™ we KOje 6yfle ^oeop ?

rOflMHM,

0 naapuieHOj npoaepM caMHVbaaa ce Haaemraj, KojH ce flocraan^ HaMeaHUKy Ynpaae.

V. CaAP>Kaj MSBeuiraja o npoaepii HKT cMcrcMa
H/iaH 37.

UseeiUTai o npoaepn MKT cucreMa caflp>KM:
1) HasMB onepaTopa MKT cucreMa KOjn ce npoBepaea;
2) BpeMG npoBepe;
3) noAauM 0 nnunMa Koja cy Bpiijn/ia npoBepy,

yS.™^ P e-eepHcc™ caaeMa ca
6r3~eC waLy aaeKaaTHe npa«eHe npepaateH^x «epa 3aam,Te y onepa™aHO«
rWe no nara^y eaeHTyaoHax 6e36eflHOCHax caaeocra aa aaaoy TexaaaKax
KapaKTepvicTMKa KOMnoHeHTu MKT cucreMa;
8) ouGHa yKynHor HUBoa MH(j)opMauMOHe 6e36eAHOCTM,
9) npeiuior eaeHTya/iHux kopsktmbhiix Mepa; ^Mr-rpMa
10) noTHMC oAroBopHor /inua Koje je cnpoBe/io npoBepy MKT cuaeMa.



VI. npenasHe h saepuiHe oApeA6e

H/iaH 38.

Oeaj npaBM/iHMK cryna Ha cnary flanoM o6jaB/bMBaH>a y „Oiy>K6eH0M /iMcry OniuTMHe
Kpynahb".

Peny6;iMKa Cp6Mja
OniuTHHa KpynaHj
OnuiTMHCKa ynpaea

HaMenHMK Ynpase

III Bpoj:110-12/2020
y KpynaH>y, Aana 20.11.2020.

OniUTi

IHMK

^Be onuiTMHe Kpynaii*


